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Summary. Within this work, the possibility of implementing a secure
file storage system in an enterprise’s local network without using
centralized storage is considered to minimize the risks associated with
centralized storage of files and other sensitive information. This article
presents the development of an innovative system for secure storage
and transmission of files based on the use of Reed—Solomon codes.
The relevance of the study is determined by the increasing demands
for protecting digital information, the growing volume of transmitted
data, and the need to ensure its integrity when transmitting through
unreliable communication channels. The main goal of the work is to
create a reliable mechanism for error detection and correction that can
maintain high efficiency even under significant interference. The research
methodology is based on the theoretical principles of coding and Reed-
Solomon algorithms, which are widely used to eliminate errors during
the transmission of digital data. The article describes in detail the stages
of system development, including an analysis of existing solutions, the
selection of optimal coding parameters, the design of the algorithm
for processing and forming redundant data, as well as the modeling of
failure scenarios. The experimental part of the research was conducted
using simulated test sets representing various levels of file damage,
which allowed for the assessment of the error-correcting capability
of the proposed method. Experimental results demonstrated that the
implementation of Reed—Solomon algorithms significantly increases
the reliability of the information storage and transmission system. The
proposed solution guarantees the recovery of lost segments of data
even at a high error level, showing performance comparable to modern
counterparts in the field of information protection. Additional analysis
confirmed the system’s resilience to various types of impacts, making it
promising for use in mission-critical applications. The discussion of the
obtained results allows one to assert that the proposed system represents
an effective means of ensuring the security of digital data. In conclusion,
directions for further research are considered, including the expansion of
functionality, integration with cryptographic methods, and adaptation
to different industry requirements. The combination of theoretical
foundations and practical solutions presented in the article opens new
prospects for the development of comprehensive information protection
systems in the context of modern cyber threats.
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AHHomayus. B pamkax paboTbl paccMaTpUBAETCA BO3MOXHOCTb peanu3auiu
cucTembl 6e30nacHoro xpaHeHua $aiinos B NOKanbHOIA CeT npeanpuaTua 6e3
MCMONb30BAHNA LIEHTPaNN30BaHHOMO XPAHWANLLA AAA MUHUMU3ALMN PUCKOB,
(BA3AHHDIX C LIeHTPaN30BaHHbIM XpaHeHnem (Gaiinos 11 Apyroi YyBCTBUTENb-
Hoi MH$opmaLMu. B faHHOI cTaTbe NpefcTaBneHa pa3paboTka HHOBALMOHHON
CUCTeMbl 6e30MacHoro XpaHeHna v nepefaun ¢ainos, OCHOBAHHON Ha npuMe-
HeHun kopoB Puaa-ConomoHa. AKTyanbHOCTb UCCNIEf0BaHMA ONPeeNseTca BO3-
pacTatowumm TpeboBaHNAMY K 3aLLuTe LnpoBOil MHYOPMALWM, YBEAUYEHNEM
obbema nepefjaBaeMbiX JaHHbIX 1 HEOOXOAMMOCTbI0 0becneyeHus ux LenocT-
HOCTM NpY nepefaye Yepe3 HeHafiexHble KaHanbl BA3u. OCHOBHOI LieNbko pa-
00TbI ABNAETCA C03[AHNE HAZEXKHOrO MeXaHU3Ma 0OHapyXeHNa 11 KoppekLmi
owwmbOoK, CMOCcobHOrO COXPaHATL BbICOKYK IPPEKTUBHOCTL faxe B YCMOBMAX
3HauuTenbHbIX nomex. Metogonorua uccnefoBaHua 6aswpyetca Ha TeopeT-
YecKUX NpUHLMNAX KOAMPOBaHUA M anroputmax Puga—~ConomoHa, Wupoko
NpUMeHAeMbIX ANA yCTpaHeHUa owmboK npu nepefaye LUGPOBBIX AAHHBIX.
B cTatbe noppo6Ho onucaHbl 3Tanbl pa3paboTki CUCTeMb, BKNOYAIOLLMe aHAN3
CYLECTBYIOLMX PeLLeHInii, Noab0p ONTUMANbHLIX NapaMeTpoB KOANPOBaHUS,
MpOeKTMpOBaHue anroputMa 06paboTku 1 GopmMUpoBaHNA U3BLITOUHBIX AdH-
HbIX, a TaKXe MOZJENMpOBaHue CLieHapueB 0TKa30B. JKCNepUMEHTabHasA YacTb
NCCNef0BaHMA NPOBOAMAACH C UCMONb30BAHUEM CUMYAUPOBAHHBIX TECTOBbIX
HabopoB, MpeACTaBAAIOWNX Pa3NUUHbIe YPOBHU MOBPeXAeHNA (aiinos, uto
M03BOINNO OLEHUTb KOPPEKTUPYIOLLYIO CMOCOBHOCTD NpeAnaraemoro MeTofa.
Pe3ynbTathl JKCNepUMEHTOB NOKa3anu, Yto BHeApeHue anroputmos Puga—~Co-
NOMOHA CyLLIECTBEHHO NOBbILLAET HAAEKHOCTb CUCTEMbI XpaHEHUA 1 Nepefayn
nHdopmaumu. TpeanoxeHHoe pelueHue rapaHTUpyeT BOCCTaHOBMEHUE yTpa-
YEHHbIX YYaCTKOB [AHHBIX JaXe NpU 3HAUUTENbHOM YPOBHE OLUIMGOK, AeMOH-
CTpUpYs NOKa3aTenn, ConocTaBuMble ¢ COBPeMEHHbIMM aHanoramin B 06nactu
3aWmThl MHGopmaLmn. [JononHUTeNbHbIA aHanu3 NOATBEPANUN YCTOAYMBOCTD
CUCTeMbI K Pa3IMYHbIM BIAAM BO3[EICTBIAA, UTO AeNaeT ee nepcnekTBHON AnA
MPUMEHEHNA B KpUTUYECKI BaXHbIX npunoxeHnax. 06y aeHne nonyyeHHbIX
pe3ynbTaToB N03BONAET YTBEPXKAATD, UTO NPEAI0KEHHAA CUCTEMA NPefCTaBNs-
eT co6oii 3pPekTMBHOE CPeacTBO 0becneyeHna He3onacHoCTI LMQpPOBbIX AaH-
HbIX. B 3aKnioueHne paccMaTpUBAOTCA HaNpaBAeHUA AanbHelLmX UccnefoBa-
HUiA, BKNI0YaA paciumpeHne GyHKLMOHaNA, MHTErpawto ¢ KpunTtorpaduueckummu
MeTo/;aMV 11 afanTaLnIio K pa3nnuHbimM TpeboBaHnam otpacin. CoueTaHne Teo-
PETUYECKIX OCHOB M MPAKTUYECKMX PeLLeHI, U3N0XeHHDbIX B CTaTbe, 0TKPbIBaeT
HOBble NepcneKTUBbI AA Pa3paboTKM KOMMIEKCHBIX CUCTEM 3aLUUTbl NHOOPMA-
LM B YCNIOBUAX COBPEMEHHOIA Kubepyrpo3bl.

Kntouesbie ¢108a: LieHTpanu3auus, JeLeHTpanu3alus, BOCCTaHOBIEHNE, U36bl-
TOYHOCTb, pasdeneHie CeKpeTa, WidpoBaHiIe, LIMPOKOBELLAHNE, OAHOHANpaB-
NeHHan nepeaaya JaHHbIX.
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a TeKylWuii MOMeHT obecreyeHne WHPOPMALMOH-

HOM 6e30MacHOCTU Ha Pa3INYHbIX MPeanpPUATUAX

B NMOAaBNALWEM OOMbIUNHCTBE C/lyYaeB BbICTPOEHO
Mo LieHTpanv3oBaHHOM Mmogenu. LieHTpanu3aums 6e3ycnos-
HO MMeeT MHOTO MO3UTKBHbIX acreKToB. B nepeyto ouepenb
OHa MO3BONISAET ropasao yaobHee 1 spdeKTMBHEE OCyLLecT-
B/IATb MOHUTOPUHT 1 aAMUHUCTPUPOBaHue. Ecnun rosoputb
0 $halnoBbIX XPaHWUKLLAX, TO C TOUKMN 3PEHUSA KaK MOJIb30Ba-
Tens, Tak ¥ AAMUHUCTPATOPA, OHUN ABMIAIOTCA KpaiiHe yao6-
HbIM 1 3deKTUBHbIM CpeacTBoM. Mofib3oBaTeny 3HaioT,
B KakOM KOHKPETHOM MeCTe OHU MOTYT MOJYUnTb HY>KHble
MM [aHHble, a aAMUHMCTPATOPaM ropasao npole obecne-
umBaTb PaboTOCNOCOBHOCTL BCErO NNLb OHOrO CepBepa
BMECTO MHOXECTBA TaKOBbIX M TaK e YyAobHO ocyuiecT-
BNIATb pasrpaHuyeHune JocTyna K pasHbiM JaHHbIM Pa3HbIM
COTPYAHVIKaM 1 oTaenam. [leleHTpanmsaunsa nepetaum aH-
HbIX 0COBEHHO aKTyasibHa Npu obmeHe HdOopPMaLm OT Me-
Hee 3alMLIEHHOro CerMeHTa ceTu K 6osee 3alueHHoMy
B PeXMMax OfjHOHaMNpPaBfieHHOW MHOro NOTOUYHOW Nepena-
Yu JAHHbIX.

OpHako BMecTe C OYeBUAHbIMW YAOOCTBaMM TaKoW
YK/IOH B CTOPOHY LieHTpanu3aumm BefeT U K HeraTuBHbIM
acrnekTam. OCHOBHbIM HeLOCTaTKOM LIeHTPanvM30BaHHOIO
XPaHeHWA YyBCTBUTENbHbIX JaHHbIX CTOMT Ha3BaTb HaNmume
eVHO TOYKWN OTKa3a B LUMPOKOM CMbicie cioBa. Kpome
TOro, YTO Hanuuve efUHOro y3na XpPaHeHWA AaHHbIX Npwu
BbIXO[le €r0 U3 CTPOs OTPEXET BCeM COTPYLAHMKaM LOCTYn
K 60/1bLLIOMY UMCIY AAaHHBIX HA HEONpPeAEeNeHHbIN CPOK, Noj
eOVHOWN TOYKOWN OTKa3a MOHMMAEeTCs TakKe BO3MOMKHOCTb
OHOBPEMEHHOV KOMMPOMETaL M OFPOMHOr0 06bemMa UyB-
CTBUTESIbHBIX laHHbIX KOMNaHUW. [pryem cnyunTbca Takas
KOMMPOMETaUUsA MOXET MO COBEPLUEHHO PasHbIM Npuun-
HaM, a ee UCTOYHUKOM MOXKET ObITb KaK BHELUHWI, TaK 1 BHY-
TPEHHWU HapyLwmnTenb. VIMeHHO BO3HMKalLWme BCIeAcTBre
LeHTPann30BaHHOIO XpaHeHus ¢annoB puckn u BegyT
K MOCTAHOBKE Pa3fIMYHbIX 33fa4 Mo BHEAPEHWUIO AeLieHTPa-
NN30BaHHbIX UHCTPYMEHTOB.

B kauecTBe BXOAHbIX AaHHbIX MCNONb30BaNNCL CBefe-
HuA 0 Kogax Pupga-ConomoHa.

Kopgbl Pupa — ConomoHa — 3T0 INHENHbIE HEABOUYHbIE
cMcTemaTMyeckme UMKINYecKne Koabl, NCMonb3yemMble Ans
O06HapPYXeHNA 1 NCNpPaBieHNsA OLWNOOK B LNPPOBbIX AaHHbIX.

OcHoBHble napameTtpbl kogos Puga — ConomoHa [1,
C.684; 2, c. 745]:

— JInnHa kogoBoro cnoBa (n ): obLee KoNMYeCcTBO CUM-
BOJIOB B KOJIOBOM CJIOB€;

— Yucno vHGOPMAUMOHHBIX CUMBOMOB (K ): Konuye-
CTBO CMMBOJIOB, COlePKaLLMX UCXOAHY UHOpMa-
uutio;

— Yncno npoBepouHbIX cumBonoB (n — k): Konuue-
CTBO CMMBOJIOB, [006aBfieHHbIX ANA O6Hapy»KeHusA
W YCnpaBfieHns oWnboK.

Kopbl Puaa — ConomoHa onpeaensioTca Haf KOHeYHbIM
nonem GF(q), rae g =2',ar — NONOXKNUTENbHOE LieNIoe YnC-

no. Kaxabli CUMBOM KOJOBOIO C/I0Ba NpeCTaBseT cobom
3/1IEMEHT 3TOr0 MOJIA Y MOXKET 6bITb NPeACTaBNIEH r-OUTOBOW
nocsiefoBaTeIbHOCTbIO.

Mopoxpatowmm mHorouneH koga Pupga — ConomoHa
CTPOUTCA Ha OCHOBE MNPUMUTUBHOIO 3/1IEMEHTA 0l KOHEYHOIO
nons GF (q) n umeer Bup;

g(x) — (X —alo ) * (X—OLIOH) ® % (X_alo+d—2 )'

roe /0 — HEKOTOpOoe uenoe 4nmcio, 4aCto npunHunmaemoe

paBHbIM 1,ad = n — k + 1— MUHUManbHOE KOAOBOE pac-
cToAHue. CTeneHb NopoXaatowero MHorouneHa (n — k).

MpoLecc KOANPOBaHMA 3aKNIOYAETCA B YMHOXEHN WH-
$OpPMaLIMOHHOTO MHOroUNeHa M(x) CTeneHn He Gonee

(k — 1) Ha NOPOXAAILLMI MHOTOUSIEH.

c(x) = m(x)* g(x).

roe C(X) — I'IOﬂyLIeHHbIIZ KOAOBbII MHOTOYNEH CTeneHu
(n—1)[2, c.745].

3apaua 6bina pasgesneHa Ha ABe YacTy — oTrnpaBKa daii-
Na Ha XxpaHeHue v nosiyyeHvie Ganna ns xpaHunuLa.

Mepen otnpaBkon ¢ain pabusaetca Ha 6GNOKM OfUHa-
KoBOro pasmepa. B cnyvae, ecnm nocnegHun 6nok AaHHbIX
6yneT MeHbLlUe OCTalbHbIX, ero KoHeL, OyaeT 3anofiHeH Hy-
namu. Pasmep 6510Ka BblunciAeTcA no dopmynam [1, c. 684]

1. bs = bs,,, * ((fs L
2. bs = max(bsm,n,(bs,bsmax))
3. bs — w * a,

a

roe bs — pasmep ogHoro 6n0Ka, bs,,,, — MUHUMANbHbIN
pa3mep 6nokKa, bs,, — MakciManbHbIl pa3mep 610Ka,
coef — K03 dULMEHT pocTa, fs — pa3mep dalina, a — 3Ha-
YeHvie BbIPABHMNBaHUS, BbICTAB/ISIETCA B COOTBETCTBIM C LLUK-
PVHOW MALIMHHOIO CJIOBA Ha KOHKPETHOW CUcCTeMe.

B pesynbrate pasbueHusa darina opmupoBanmcb aga
MaccuBa JaHHbIX — MepBbI XpaHUn cogepxmmoe daiina,
pa3butoe Ha GNMOKW, BTOPON — ONOKM BOCCTAHOBNEHWUA,
M3 KOTOPbIX B C/lyyae OTCYTCTBMA GNOKOB AAHHBIX MOXHO
BOCCTaHaB/MBaTb MHGOPMALIMOHHYIO YacCTb AaHHbIX.

Mocne pa3bueHna daina Ha 6AO0KM MPOUCXOAUT NpPO-
uegypa wndpoBaHMA, NpPUMeHAeMas K Kaxaomy 650Ky
JaHHbIX 1 BoccTaHoBneHua. lUndposaHne ocywecTna-
nocb 6504HbIM Wdpom «KysHeumk» [3]. MNepen Hayanom
npouecca WwndposaHUa popmrpyeTca Koy LndposaHus,
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KOTOpPbI B CBOI ovepenb GopmupyeTca 13 TOKeHa Mnosb-
30BaTenA onepaurioHHoON cucTembl. [py nepBom 3anycke
Nporpammbl elo reHepupyTCa TpU 06 beKTa — TOKEH MOoJIb-
30BaTens, ramma 1 cosb. OTU 06beKTbl B fasfibHeNlwem nc-
nonb3ytTca ana wrudpoBaHMA 1 AelundppoBaHNA [aHHbIX,
KOoTopble OTMpaBffeT ¥ MNPVHMMAET aBTOMAaTM3UPOBaH-
Has cucTtema. Bce Tpu obbekTa (pucyHOK 1). 3aKpenneHbl
3a KOHKPETHbIM MOfib30BaTeNeM OnepaLyoOHHON CUCTEMDI.
Mo okoHuYaHUK npouecca GOPMUPOBAHUSA STUX CYLLHOCTEN,
ecnn nporpamma 3anyckaeTcsi BrepBble, WM WX YTeHWA
bopmumpyeTca Koy WrdpoBaHMA UCMONb3YEMOro 6J10UYHO-
ro wrpa, Nocsie Yero NP NOMOLLM 3TOFO Kiltova WndpyoT-
€A BCe B6JIOKM laHHbIX U GJTOKM BOCCTAHOB/EHUS

TokeH, ramma 1 conk
HaineHol?

leHepauma TokeHa,
rammbl W CONK

Coxparerue TokeHa,
raMmbl M CONK

| Orpanuvenwe goctyna
K TOKEHY, raMme W conu

YreHue ToKeHa,
raMmel U CoOnK

DbopMupoBaHne
KMioua Wwdposakua

Wwndppoearne Gnokos
anropu
FOCT P 34.12-2018

Puc. 1. Bnok-cxema npotecca wrppoBaHus 6JI0KOB AaHHbIX

Mocne TOro, Kak Bce 6M0OKM AaHHbIX 6bINK 3awndpoBa-
Hbl, BbIMOJIHAETCA NpoLeaypa NoayYeHUs X3LW-CyMMbl A

Kaxkgoro 6noka. lMonyyeHre X3LW-CyMM BbIMOSHAETCA NpU
nomolLym byHKUMK xawmposBaHua «Ctprnbor» [3]. Mo pesynb-
TaTaM BblUUCTIEHWA X3W-PYHKLMI GOPMUPYETCA ABa MAcCU-
Ba — C X3LW-CyMMaMu 6/10KOB laHHbIX 1 6/TOKOB BOCCTAHOB-
NEeHNA COOTBETCTBEHHO.

3aBepwanwWwnin 3Tan oTnpaeBku ¢aina Ha XpaHeHue
3aK/l0YaeTCA B OTMPaBKe [AaHHbIX Ciy4yaliHO BblOpaHHO-
My KOMMbIOTEPY B JIOKANIbHOW CETW, Ha KOTOPOM 3anyLieH
cepBep npuema faHHbix. CHavana dopmupyetcsa cooblue-
HMe C 3aMpPOCOM Ha XpaHeHue 6JI0Ka JaHHbIX, KOTOPOe COo-
OEPXKUT X3LW-CyMMY OTnpaBnseMoro 6noka. 31o coobuye-
HWe OTNpaBAAeTCA MO LWMPOKOBELLAaTeNIbHOMY afpecy ceTu
Ha nopt 62092/UDP. lNocne oTnpaBKnM KAWEHT »AeT noj-
TBEPXKAEHNA B TeueHre 5 cekyHA. Mpu noctynneHnn Tako-
ro coobuleHNs Ha CepBep CepBepHasl YacTb MPOrpammbl
nposepsAeT BO3MOXXHOCTb COXPaHUTb 610K AaHHbIX B CBOEM
XpaHunuue. Ecnu npoBepka AaeT NONOXKUTENbHBIN pe3ysib-
TaT, TO cepBep GopMUpPYET NOATBEPKAEHME OTNPABKU C TO
e X3L-CyMMOW, Mocsie Yero oTnpaBifeT 0OpaTHO KIMeH-
Ty. Knnent, nonyyas nepsoe noareepxxaeHune, dopmupyet
coobleHre, cofleprKallee GIOK U ero X3aL-Cymmy, nocse
yero oTnpaB/sieT TOMy CepBepPY, OT KOTOPOro NPULLIO NOA-
TBEpPXKAeHMe (pucyHoK 2). CepBep B CBOIO ovepenb NPUHU-
MaeT 3To coobLieHMe 1 CoXpaHAeT 610K B CBOEM XpaHUNu-
e (pMCyHOK 3). OTa npoueaypa NOBTOPAETCA ANA KaXK40oro
6noKa AaHHbIX.

Mo 3aBepLueHMN OTNPABKMN UCXOAHBIN dalin nepesanu-
CbIBAeTCs CTPYKTYPOW, XpaHsALLel BCe X3LW-CyMMbl G/IOKOB
1 pasmep opHoro 6510Ka, cepranr3oBaHHON MO CTaHAap-
Ty JSON 1 3atem 3akoAMPOBAHHOW NpPX MOMOLLM anropuT-
Ma Base64. Ha sTom 3Tane 3aBepluaetca oTrnpaBka dalina
Ha XpaHeHue.

MonyveHve daina 13 XpaHUINLLA HAUMHAETCA C YTEHUS
cogepxumoro daina ¢ nocnegywnumy AeKoaupoBaHu-

{ Havano ’

[Ans kaxaoro
6noka

Otnpaska
6noka

OTnpaBka
cnewHa?

Puc. 2. bnok-cxema npouecca oTnpaBkn AaHHbIX KNNEHTOM
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G=>
[ comen \

CoxpaneHue
AaHHBIX

Npeacrasnexa nu

TaKas Xaw-cymma
8 XpaHunuwie?

Ornpaska AaHHbIX

KOHely

Puc. 3. bnok-cxema anroputMa paboTbl cepeepa

Cepus: EcmecmeeHHble u mexHu4Yeckue Hayku N 6-2 uroHb 2025 2. 131



NHOOPMATUKA, BbIYNCITINTEJIbHAA TEXHUKA U YITPABJIEHUE

‘ Havano ’

Kaxgoro
6Bnoka aaHHbIX

/ [Ana xaLw-cyMmbl

dopmuposaHmne n
oTnpaska
3anpoca
T

OTBET NpULWWEN WET

Yeepnomnexve
nonb3oBarens

dopMmupoBaHmne 1
oTnpaeka 3anpoca
C X3LU-CyMMOIA
BOCCTaHOBUTEMbLHOrO
6noka

pa/” OTBeT NpULWen WeT

Puc. 4. Bnok-cxema npouecca nosyyeHrsa 6510K0B KIMeHTOM

em npu nomowy anroputMma Base64 n gecepuanusaumen
no ctaHgapty JSON.

Mocne monyyeHWA CTPYKTYPbl, XpaHALEN X3LW-CyMMbl
6NM1OKOB 1 pa3Mep ofHOro 650Ka HauMHaeTCa npoLecc no-
NyYeHUs JaHHbIX U3 LWMPOKOBELLaTeNIbHOrO AoMeHa. [nA
3TOrO ANIA KaXaon X3LWw-cyMmbl GOpMUpyeTCs 3anpoc Ha no-
NyyeHne [aHHbIX, COOEPXKaLLNA X3LW-CyMMy 3anpaluvBae-
MOro 6510Ka. DTOT 3anpoC OTMNPABAAETCA Ha LUMPOKOBELLa-

Ha4ano

TokeH, ramma u conb
HangeHbl?

YreHue TokeHa,
rammbl U conu

®dopmMupoBaHue
Knioya wudposaHua

l

Lncpposarue Gnokos
anropuTmMom
FOCT P 34.12-2018

( KoHey ’

Puc. 5. bnok-cxema npotecca aelindpoBaHus 610KoB

TeNbHbIN agpec ceTy Ha nopT 62092/UDP [5, c. 955]. KnueHT
oXmaaeT oTBeTa B TeueHune 5 cekyHp (pucyHok 4). Cepsep,
Mony4YnB TaKoW 3amnpoc, ULET B CBOEM XpPaHUNLLE faHHble
C yKa3aHHOW X3LWW-CyMMOW, 1 B ciny4yae ycnexa popmumpyeT
coobueHre (pucyHOK 3), copeprkallee X3LW-Cymmy 6Groka
M cam 610K, Mocsie Yero OTNPaBAET ero KAneHTy BaxHo
OTMETUTb, YTO B Cllyyae, eCiin KAWEHTY He YAanochb Mo Ka-
KUM-N6O MPUYMHAM NOoyunTb 610K AaHHbIX, TO MPOrpam-
Ma He 3aBepLuaetca. Ecnm no pesynstatam nonyyeHus 6no-
KOB [lJaHHbIX Kakue-To 6/10KM He 6binn nonyyeHbl, To byget
npeanpriHATa NOMbITKa NOMy4YnUTb COOTBETCTBYIOLLME B/IOKM
BOCCTaHOBJIEHVA C YBeAOMJIEHMEM MOJib30BaTeNns 06 3ToM
Mo anropuTmy, OnrMcaHHOMY BbliLLe.

Mocne Toro, Kak Bce 610KM ObinM pacrdpPoBaHbl, HAUK-
HaeTCs NpoLecc BOCCTaHOBNeHMs daiina 13 651I0KOB Mo cxe-
me Pupga — ConomoHa. B xofe BoccTaHOBNEHUA Nporpamma
BOCCO3JaeT UHGOPMaLMOHHYO YacTb dalina, nocsie yero
npoBepseT,6blIn M 4OMNMCAHbI HYNIV B KOHEL MOTOKa JaHHbIX.
Ecnu 6binm, To oHM ygansatoTca. B pesynbrtate aToro npeobpa-
30BaHUA ByeT NonyyYeHo n3HavyanbHoe cogeprkumoe parnna.

3aBepLialowWwyM 3Tanom SBASETCS 3aMUCb B UCXOLHBbIN
dann nonydyeHHbIX AaHHbIX. Ha 3ToM npouecc nonyuyeHus
darna 13 xpaHunuiia 3aBepLUeH.
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Tabnuua 1.
Pe3ynbTaTbl TECTUPOBaHUA pa3brieHna faHHbIX Npy Nepefaye
y y Pe3ynbratbl nonyyeHus V3meHeHua
CueHapwii TecTMpoBaHus Pe3ynbratbl oTnpaBku daiina . . [Tpumeyanma
daiina ucxoaHoro daiina
VineanbHas nepefava Bce 6710K1 aHHDIX 11 BOCCTAHOBAEHNA Oaiin 6bin ycnewHo He o6HapyxeHbl | bnoku BocctaHoBneHnA
yCNeLwLHo 0TnpaBneHbl 060MM cepBepam nonyyeH 0CTaNNCb Ha XpaHeHnn
B Cy4aliHOM nopsAaKe
B npouecce nepenaun aitna He 6bin | lporpamMma yBesomuna nonb3oBarens Oaiin He 6bin nonyueH | He obHapyxeHbl | Yactb 6nokoB moxer
0TnpaBneH 610K JaHHbIX 0 HeBO3MOXXHOCTY OTNPABKM BCEX JAHHDIX ObITb 0TNpaBneHa
B CETb, NOC/IE Yero 3agepLunnach Ha XpaHeHue
B npouiecce nepenaun daiina He 6bin | Mporpamma yBesomuna nonb3osarens Oaiin He 6bin nonyueH | He obHapyxeHbl | YacTb 6nokoB moxet
oTnpaBeH 610K BOCCTaHOBNEHNA 0 HeBO3MOXXHOCTY OTNPABKI BCEX AAHHDIX 6bITb OTNpaBneHa
B CETb, NOC/E Yero 3aBepLunnach Ha XpaHeHue
CueHapwii TecTupoBaHuA Pe3ynbratbl oTnpasku daiina Pesynbratbl nonyyenua | V3meHenna uc- [Tpumeyanuna
daiina X0AHOrO ¢aiina
B npoviecce nonyyexna daiina Bce 6110K1 JaHHDIX 1 BOCCTAHOBEHNA Oaiin 6bin ycnelHo He o6HapyxeHbl | Yactb 6nokoB Boc-
He 6bin nonyyeH 610K AaHHbIX yCNeLwLHo 0TNpaBneHbl 060MM cepBepam nosyyeH CTaHOBMEHWA OCTanach
B CyyYaliHOM nopsAaKe Ha XpaHeHun
B npouecce nonyuenua aiina Bce 6m0KM JaHHbIX 1 BOCCTAHOBNEHNS (aiin He 6bin nonyyeH [TonHocTbl0 Yactb 6110KOB JAaHHBIX
He Obin 6710K JaHHDIX M COOTBETCTBY- | YCMELUHO OTNpaBNeHbl 060MM cepBepam nepe3anuncax 11 BOCCTAHOBNEHNA 0CTa-
foLLMii emy 610K BOCCTaHOBNEHNA B C1yyaliHOM nopAgKe Nacb Ha XpaHeHuu

Mocne Toro, Kak Bce 6/10KM ObINK MONTyYeHbl, HauMHaeTCA
npouecc aewrdpoBaHua. [NpoLiecc nonyyeHns Koya aHa-
NoryeH ToMy, KOTOPbI 6bin onmncaH Ana npouecca wmdpo-
BaHUA (PUCYHOK 5).

Pe3yAbTaThl TECTUPOBaHUS

TecTmpoBaHMe NPoOBOAMIOCH Ha CXKAaTOM NPX MOMOLLK
anropuTtma gzip tar-apxmse pasmepom 929 K6. TectoBbili
CTEHA NpeAcTaBnAn cobo NIOKanbHYI CeTb U3 TPEX BUPTY-
anbHbIX MaLLUVH:

1. Debian 12 6yget BbiCTynaTb B ponu K/veHTa U OT-

npasnATb, U 3anpawumsaTb Gpann;

2. Ubuntu 24.04 BbicTynaeT B ponu cepBepa;

3. Fedora 41 BbicTynaeT B ponu cepBepa.

B npouecce TecTMpoBaHuA npoBepanucb: PaboTocno-
COBGHOCTb B MAeanbHbIX YCIIOBUAX, KOrAa HUKaKne AaHHble
He B6biNy NOTePAHbI HY NPY Nepeaaye Ha XpaHeHue, HY Npu
nonyyYeHnn U3 XxpaHuuLya.

e PaboTOCNOCO6HOCTL BYC/IOBUAX, KOFAa npunepenaye

darna 6bin noTepsiH 0anH MHGOPMALIMOHHDIN 6/10K;
e PaboTOCNOCO6HOCTb B YCIOBUAX, KOrda Npu nonyye-
HUM Ganna He Obin NoslyyeH 610K AaHHbIX;

e PaboTOCNOCOBHOCTD B YCNOBUAX, KOTAa Npu nonyve-
HUW painia He Gblny NoyyeHbl 610K faHHbIX U COOT-
BETCTBYIOLUI eMy 6/T0K BOCCTAHOBEHUS.

o OKOHYaHWUN TECTUPOBAHUS Obina COCTaBMIEHa Tabnu-
Lia pe3ynbTaToB, NpeacTaBneHHas B Tabnuue 1.
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Mon neanbHow Nepefayei B paMkax TeCTVPOBaHUA Mo-
HUMaeTCsA CUTyauus, Npu KoTopol Bce cHOpMMPOBaHHbIE
6110KM OblNV YCMELHO OTMNPaBJIeHbl, @ NPV BOCCTAHOBNEHNN
darina 6binK ycnewwHo nonyyeHbl BCe 610KM flaHHbIX.

Takmm o6pa3om, aBTOMaT3UPOBaHHasA cuctema Tpebyer
OTNpPaBKM BCeX CHOPMUPOBaHHBIX OJIOKOB AJj1s1 KOPPEKTHO-
ro 3aBeplleHna paboTbl 1 OTNPaBKM daina Ha XpaHeHue.
B npouecce BocctaHoBNeHMA daiina nporpaMmma gonyckaet
BO3MOXHOCTb MOTEPU BMIOTb JO BCEX CPOPMUMPOBAHHDBIX
6/10KOB JAaHHbIX 1 BOCCTAHOB/IEHME BCEX JaHHbIX 13 G/10KOB
BOCCTAHOBJIEHNWA, OAHAKO €C/IM BMecTe C GJIOKOM [AaHHbIX
6yneT yTepAH COOTBETCTBYHOLMUA emMy O6NOK BOCCTaHOBAe-
HUA, TO Gpann OyaeT HEBO3MOXKHO BOCCTAHOBUTb. Pa3pabo-
TaHHOE peLleHne NOo3BONAET n3bexaTb BO3MOXHOCTU ne-
pexBaTa YyBCTBUTESIbHbIX JaHHbIX BO BPeMs VX nepepauu,
a MCMonb30BaHUE BCTPOEHHbIX CUCTEM ayTEHTMOUKaLUK
MCMOJIb3yeMbIX OnepaLOHHbIX CUCTEM MO3BONUT N36exaTb
Heo6XoAMMOCT obecrneyeHnss COXPAHHOCTU XPaHUMOro
napons, AeNnernpoBas 3To MexaHn3Mam 6esonacHoctn OC

Peanusauma wnopoBaHMsa 1M MCMONb30BaHWE KPUMTO-
rpaduueckon xaw-PpyHKLMM NO3BONAET CBECTU K MUHVMY-
MYy BO3MOHOCTb BO3HUKHOBEHWS KOMNN3NIA 1 MOWCKA Npo-
obpasa AiaHHbIX, a TakKe Ccpa3y OOHapyXWTb HapylleHue
LieNIOCTHOCTY XPaHMMbIX AaHHbIX. Mpeanaraemoe pelueHue
MOXET ObITb CMONb30BAHO NPY peanu3auny OfgHOHanpas-
NEHHbIX WJ030B C pa3brieHremM MOTOKOB [AaHHbIX. MNMpu-
MeHeHVe TaKuX pelleHnii HeobXoauMo Mpv peanusauum
OAHOHaNpaB/IeHHOW Mnepepaun MaketoB obbemom bGosee
200 merabair.
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